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Policy Updates

Date Page Policy Updates

November 2021 New policy

January 2023 4

1.1 - Additions to Legal Framework -

Electronic Commerce (EC Directive) Regulations 2002 and

The Privacy and Electronic Communications (EC Directive)

Regulations 2003

January 2023 4
1.3 - Wording of Legal Framework changed to reflect the

current name of the Safeguarding & Child Protection Policy

June 2023 9 5.5 - Members added to privacy notice for accuracy

June 2023 10
7.1 - Bullet point updated regarding privacy notices, to include

members and re-worded for simplicity/clarity

June 2023 10
8.1 - Point regarding another Trust policy reworded to be

more concise/clear

June 2023 11

8.4 - The word ‘typically’ has been added to this point as the

Trust/school/academy may not always provide SAR

information electronically in some circumstances

June 2023 17
17.1 - Point regarding another Trust policy reworded to be

more concise/clear

June 2023 20 20.1 - Point reworded for clarity and link added to website

January 2023 22 22 - Cloud Computing section added

January - June 2023 24

Appendix 1 - Complete review of the Trust’s Data Retention

Schedule to update in line with current legislation and

guidance regarding retention periods

January - June 2023 56 Appendix 2 - Data Protection Representatives list updated

This policy has been approved by:

Signed Date

Chief Executive Officer

Signed Date

Chair of Trust Board
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Statement of Intent
The Hope Sentamu Learning Trust is required to keep and process certain information about its staff member



1. Legal Framework
1.1. This policy has due regard to all relevant legislation and statutory



○ Religious or philosophical beliefs

○ Trade union membership

○ Principles

2.3. ‘Sensitive personal data’ does not include data about criminal allegations, proceedings or convictions. In

the c
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● To exercise the right of freedom of expression and information

● To comply with a legal obligation for the performance of a public interest task or exercise of

official authority

● For public health purposes in the public interest

● For archiving purposes in the public interest, scientific research, historical research or

statistical purposes

● The establishment, exercise or defence of legal claims

10.4. The school/academy has the right to refuse a request for erasure for special category data where

processing is necessary for:

● Public health purposes in the public interest, e.g. protecting against serious cross border

threats to health.

● Purposes of preventative or occupational medicine, the working capacity of an employee,

medical diagnosis, the provision of health or social care, or the management of health or

social care systems or services.

10.5. Requests for erasure will be handled free of charge; howeve



11.4. Where the school/academy is restricting the processing of personal data in response to a request,

it will make that data inaccessible to others, where possible, e.g. by temporarily moving the data

to another processing system or unpublishing published data from a website.

11.5. If the personal data in question has been disclosed to third parties, the school/academy will

inform them about the restriction on the processing of the personal data, unless it is impossible or



● Processing based on l





● Implementing basic technical measures within the Trust network and ICT systems to ensure

data is kept secure.

● Promoting the identity of the DPO and the Deputy DPO as a point of contact.

● Ensuring that documents are written in plain language so individuals can easily understand

what is being done with personal data.

16. Data Protection Impact Assessments (DPIAs)
16.1. DPIAs will be used in certain circumstances to identify the most effective method of complying

with the Trust’s data protection obligations and meeting individuals’ expectations of privacy.

DPIAs will allow the Trust to identify and resolve problems at an early stage, thus reducing

associated costs and preventing damage from being caused to the Trust’s reputation which might

otherwise occur. A DPIA will be carried out when using new technologies or when the processing

is likely to result in a high risk to the rights and freedoms of individuals, and will be used for more

than one project, where necessary.

16.2. High risk processing includes, but is not limited to, the following:

● Systematic and extensive processing activities, such as profiling

● Large scale processing of special categories of data or personal data which is in relation to

criminal convictions or offences

● The use of Closed-Circuit Television (CCTV)

16.3. The Trust will ensure that all DPIAs include the following information:

●
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18.13.The Trust holds the right to take the necessary disciplinary action against a staff member if they

believe them to be in breach of the above security measu

https://hslt.academy/our-policies


information and to access a copy of a consent form template.

21. CCTV and Photography
21.1. The Trust provides each school/academy with a model CCTV Policy which is adapted to suit each

local setting where CCTV is in operation. Please refer to the individual school/academy CCTV Policy

(where applicable), available on the school/academy website. Pupils, staff and visitors to school/

academy premises and grounds are advised that CCTV is in operation, via the external signage.

21.2. The school/academy understands that recording images of identifiable individuals constitutes

processing personal information, so it is done in line with data protection principles.

21.3. The school/academy notifies all pupils, staff and visitors of the purpose for collecting CCTV images

via notice boards, letters and email. Cameras are only placed where they do not intrude on

anyone’s privacy and are necessary to fulfil their purpose. All CCTV footage will be kept in line

with the Trust’s CCTV Policy for security purposes; the Headteacher/Principal is responsible for

keeping the records secure and permitting access. Access to the CCTV system and the recordings

is limited to the Senior Leadership Team (including the Principal/Headteacher’s PA), the Site Team

and any member of staff who has been delegated authority by the Headteacher/Principal.

21.4. Before the school/academy is able to obtain the data of pupils or staff, it is required to give

notification and obtain consent for this Special Category Data due to additional requirements for

processing such data under the Protection of Freedoms Act 2012.

21.5. The school/academy will always indicate its intentions for taking photographs of pupils and will

retrieve permission before publishing them. The school/acad
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drive. Cloud computing involves the Trust/school/academy accessing a shared pool of ICT services

remotely via a private network or the internet (e.g. via a shared Google Drive).

22.2. All staff will









2. Governance

Basic File Description Data

Protection

Issues

Statutory Provisions Retention Period Action at the end of the

administrei



Governance

Basic File Description Data

Protection

Issues

Statutory Provisions Retention Period Action at the end of the

administrative life of the

record

2.8 Trusts and Endowments

managed by the Governing

Body

No PERMANENT Retain in school whilst

operationally required then

offered to County Archives

2.9 Action Plans No Retained for 6 years after the date the

plan is superseded

SECURE DISPOSAL

2.10 Statutory Policy Documents

(e.g. Data Protection GDPR,

Freedom of Information,

SEND, Complaints, Equality

Objectives etc)

No Retained for 6 years after the policy is

superseded (this should cover any

operational need including any

previous decision-making processes)

SECURE DISPOSAL

2.11 Records relating to

complaints dealt with by the

Trust Board

Yes ● Education and Inspections Act 2006

(s160)

● The Complaints against Schools (England)

Regulations 2010

● Education Act 2002 (s29)

Retained for 6 years after the

‘resolution’ of the complaint.

(Retention period may be extended

should there be any contentious

dispute pending)

SECURE DISPOSAL (e.g.

shredding, pulping or burning)

2.12 Proposals for change of

status of a maintained school

including specialist status

schools and academies

No Retained for 3 years after the proposal

is accepted or declined

SECURE DISPOSAL
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Governance





Management

Basic File

Description

Data Protection

Issues

Statutory Provisions Retention Period Action





4. Pupils

Basic File

Description

Data Protection

Issues

Statutory Provisions Retention Period Action



Pupils

Basic File

Description

Data Protection

Issues

Statutory Provisions Retention Period Action at the end of the

administrative life of the

record

4.5 Special Educational

Needs Files, reviews

and IEPs

Yes ● Limitation Act 1980

● Working Together to Safeguard Children

2020

● Keeping Children Safe in Education 2022

● The Special Educational Needs and

Disability Regulations 2014

Retained for a minimum of 25 years

from the DOB of the Pupil. It is

recommended that files relating to SEN

be reta





http://oeapng.info


http://oeapng.info


5. Curriculum

Basic File

Description

Data Protection

Issues

Statutory Provisions Retention Period Action at the end of the

administrative life of the

record

5.1 School Development

Plan

No Current academic year + 6 years SECURE DISPOSAL

5.2 Curriculum returns No Current academic year + 3 years SECURE DISPOSAL

5.3 Schemes of work No Current academic year + 1 year

SECURE DISPOSAL

5.4 Timetable No Current academic year + 1 year SECURE DISPOSAL

5.5 Class record books No Current academic year + 1 year SECURE DISPOSAL

5.6 Mark Books No Current academic year + 1 year SECURE DISPOSAL

5.7 Record of homework

set

No Current academic year + 1 year
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Curriculum





Personnel Records

Basic File

Description

Data Protection

Issues

Statutory Provisions Retention Period Action at the end of the

administrative life of the

record

6.





7. Health and Safety

Basic File

Description

Data Protection

Issues

Statutory Provisions Retention Period Action at the end of the

administrative life of the

record

7.1 Health and Safety

Policies and Procedures

No Retained for 3 years following expiry of



Health and Safety

Basic File

Description

Data Protection

Issues

Statutory Provisions Retention Period Action at the end of the

admin







Finance

Basic File

Description

Data Protection

Issues

Statutory Provisions Retention Period Action at the end of the

administrative life of the

record

9.8 Reco



Finance

Basic File

Description

Data Protection

Issues

Statutory Provisions Retention Period Action at the end of the

administrative life of the

record

9.19 Charging and

Remissions Policy

No Retained until the date the policy is

superseded + 3 years thereafter

SECURE DISPOSAL

9.20 Independent auditor’s

reports

No Retained for the financial year reports

relate to + 6 years thereafter

SECURE DISPOSAL

9.21 Funding Agreements No Retained for 6 years following the most

recent payment

SECURE DISPOSAL
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10.Property

Basic File

Description

Data Protection

Issues

Statutory Provisions Retention Period Action at the end of the

administrative life of the

record

10.1 Title Deeds of

properties belonging to

the Trust

No PERMANENT - Until such time as the

property is sold

These should follow the

property unless the property has

been registered at the Land

Registry

10.2 Plans of property

owned by the Trust

No PERMANENT - Until such time as the

property is sold

These should be passed on if the

building is leased or sold to

another party

10.3 Maintenance and

contractors

No Financial Regulations Current academic year + 6 years SECURE DISPOSAL

10.4 Business continuity and

disaster recovery plans

No Retained for the ‘life’ of the plan + 3

years

SECURE DISPOSAL

10.5 Leases of property by

or to the Trust

No Expiry of lease + 6 years SECURE DISPOSAL (e.g.

shredding, pulping or burning)

10.6 Records relating to the

letting of any Trust

premises

No Current financial year + 6 years SECURE DISPOSAL (e.g.

shredding, pulping or burning)

10.7 Burglary, theft and

vandalism report forms

No Current academic year + 6 years SECURE DISPOSAL
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12.Department for Children, Schools and Families

Basic File

Description

Data Protection

Issues

Statutory Provisions Retention Period Action at the end of the

administrative life of the

record

12.1 OFSTED reports and

papers

No N/A - Ofsted reports are publicly accessible

and supplementary evidence is retained for 6

years should a complaint be raised

Reports to be retained until superseded

by a more recent full inspection report

SECURE DISPOSAL

12.2 Returns No Current academic year + 6 years SECURE DISPOSAL

12.3 Circulars from the

Department for

Children, Schools and

Families
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14.School Meals

Basic File

Description

Data Protection

Issues

Statutory Provisions Retention Period Action at the end of the

administrative life of the

record

14.1 Free school meals

register

Yes Current academic year + 6 years SECURE DISPOSAL

14.2 School meals register Yes Current academic year + 3 years SECURE DISPOSAL

14.3 School Meals Summary

Sheets

No Current academic year + 3 years SECURE DISPOSAL

Data Protection (UK GDPR) Policy - Version 2.0 51






